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Abstract

This is a study of the development of Ukraine’s information policy within the dichotomy of two con-
cepts of information (or cyber) security - those of Russia and the West. Ukraine may have chosen
a policy of integration into Western security structures; however, for decades, it has been firmly
connected to the traditions and approaches inherent in the Russian concept of information secu-
rity. This phenomenon has been observed in the positions taken by researchers and lawmakers
in the country and causes some ambiguity. Here, we present an assessment of the contradictory
characteristics of Ukraine’s information security policy and compare its Russian influence with its
orientation to the West. We conclude that Ukraine is still balancing between these two spheres.
Exposure to Russia's concept remains in academic circles, but the legal and normative sphere tends
to follow the Western approach; and gradually, Ukraine's subjectivity in information security issues
is developing at the international level.
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1. Introduction

Ukraine set a course for integration into the EU and NATO in its Constitution. In 2022 it
applied for EU membership and now declares its European identity in every possible way.
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However, discussions about its Europeanisation and Westernisation continue; its commit-
ment to a Western identity has been questioned for decades (Madsen, 2007; Minesashvili,
2022) and there is a noticeable ‘split’ in the orientation of Ukraine’s domestic and foreign
policies towards Russia and the West (Doroshko, 2017; Legvold, 2022). G. Virchick and
J. Harris assess such a position as critical and even threatening for this state (Virchick &
Harris, 2022).

Ukraine has started the formal process of gaining EU membership and, in practical
terms, is approximating to NATO standards. This has increased the interest of observers
in understanding specific areas of its policy, specifically related to security. In this study,
we consider the nature of Ukraine’s information security policy in compliance with West-
ern and Russian approaches.

Information security is defined as ‘the protection of information and systems from
unauthorised access, use, disclosure, disruption, modification or destruction in order to
provide confidentiality, integrity and availability’ (Nieles, Dempsey & Yan Pillitteri, 2017,
p. 7). ‘Information security is not a static process and requires continuous monitoring
and management to protect the confidentiality, integrity and availability of information as
well as to ensure that new vulnerabilities and evolving threats are quickly identified and
responded to accordingly” (Nieles et al., 2017, p. 10). To achieve this requires a specific
policy - information security policy — which is an ‘aggregate of directives, regulations,
rules and practices that prescribe how an organisation [or a state — authors’ note] manag-
es, protects and distributes information’ (NIST, 2022).

Two concepts of information security policy are used to understand the approach to
information space in different socio-political systems. The first, developed in democratic
countries (the West), is based on freedom of information, the independence of cyber-
space (the state provides only technical regulation) and the absence of any ideological
component (Christou, 2014; Taylor & Hoffmann, 2019). In the second concept, adopted
by predominantly authoritarian states including Russia (Sharikov, 2018) and China (Gao,
2022), the state has a monopoly on the management of the information space including all
the information it considers necessary to implement its power priorities.

Since its independence in 1991, Ukraine has remained under the powerful influence of
Russia in all spheres of life, and the formal announcement of a course to Euro-integration
in early 2000 did not bring any significant changes. The turning point was in 2014 when
Russia began military aggression against Ukraine. This created the impetus for further
orientation towards Europe, European values and the West.

In this article we present an analysis of the influence of the two approaches to informa-
tion security - those of Russia and the West — on Ukraine’s academic and legal framework.

The empirical sources of our research include scientific publications, current and draft
legislation, and evidence of international cooperation by Ukraine in the field of infor-
mation security. The time frame covers the period from 1991 to 2022. Having found no
objective material in the literature on Ukraine’s international cooperation on information
security policy, which is often reported with bias by researchers, we have analysed the
topic comprehensively.

Our research methodology was to analyse the sources descriptively, make a com-
parative examination of information security policy, related issues and challenges, and
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conduct a qualitative study of Ukraine’s actions and published statements in domestic and
foreign policy.

The article is structured as follows. The introduction outlines the aim and the frame
of the research. The second section provides background on the dichotomy of the West-
ern and Russian approaches to information security issues, particularly the growing
divergence in their attitudes. The third section draws on the academic and normative
influence of Russia on Ukraine’s information security. The fourth section is an anal-
ysis of Ukraine’s efforts to follow and comply with Western standards and principles
regarding information security policy. The article concludes with an evaluation of our
analysis.

2. The dichotomy of approaches to information
security issues

The differences between the Western and Russian concepts are manifested in various as-
pects of information security policy, particularly in combating cyber crime, preventing
terrorism and countering threats of a military-political nature, as well as in the applica-
tion of international law and international cooperation on cyber security. For almost two
decades, Russia has opposed the establishment of one international standard for combat-
ing cyber crime, i.e., the Council of Europe’s Convention on Cybercrime, known as the
Budapest Convention (Council of Europe, 2001), while promoting an alternative docu-
ment at the UN level, i.e., the Draft United Nations Convention on Cooperation in the
Field of Combating Information Crime (United Nations, 2017). Russia does not accept
the Budapest Convention’s article on ‘cross-border access to stored computer data, which
would allow various intelligence services to conduct operations on third-country com-
puter networks without official notification, claiming it threatens the country’s security
and sovereignty. Russia’s perception of cyber terrorism is also different from that of the
West, where this is seen as a threat to information systems, primarily critical infrastruc-
ture (Janczewski & Colarik, 2008, p. 13), whereas, in Russia, cyber terrorism is taken to
include complex threats to the individual, society and the state (Ivanov & Tomilov, 2013)
(the Chinese government also follows this approach).

The approaches to information security in terms of military-political strategy con-
tradict as well. Authoritarian systems use the idea of integrated influence of the power
structures and the state-controlled media sector, i.e., the concept of ‘information warfare’
(Turonok, 2003; Panarin, 2006; Anichkina, 2007). Instead, democracies (primarily the
United States and other NATO members) support media independence and separate mil-
itary and civilian information influences on the realisation of the government’s strategic
interests, i.e., the concept of ‘strategic communications’ (NATO, 2009). Western countries
are characterised by a purely utilitarian idea of using cyberspace in a military-political
context (Szafranski, 1995; Molander, Riddlie & Wilson, 1996; Libicki, 2009). They con-
sider the concept of ‘information warfare’ closer to the actual context, although often in
a multidisciplinary sense (Ivancik, 2021).
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These different concepts of information security result in fundamentally different ap-
proaches to applying international law in this area. Western countries perceive cyberspace
as a continuation of ‘normal’ relations in society, particularly regarding information secu-
rity. Thus, the National Cyber Strategy of the United States of America, 2018, reflects an
in-depth approach to assessing the risks associated with cyberspace and integrates cyber
activities into the system of power relations. ‘Cyberspace will no longer be considered
a category of policy or activities separate from other elements of national power. The
United States will integrate the use of cyber options into all elements of national power’
(the White House, 2018). From a legal point of view, the position of NATO members on
information security is presented in the Tallinn Manual (Schmitt, 2013; Schmitt, 2017),
which convincingly demonstrates the relevance of applying existing international law to
cyberspace. The exact position is typical for Western countries (Greenberg, Goodman &
Soo Hoo, 1997).

However, Russian authors insist on adapting the law to the specifics of the information
space (Krutskih, 2007; Korotkov & Zinovieva, 2011; Fedorov & Zinovieva, 2017). Rus-
sia’s concept of the legal regime and format of cooperation in this area, known as ‘interna-
tional information security’ is also supported by other states with a low level of democra-
cy including China, which advocates special mandatory ‘rules of conduct. Since the late
1990s, on the main international platforms, Russia has been promoting draft decisions on
the leading role of the state in all processes of informatisation, telecommunications and
internet governance (Akushev, 1999; Bykov, 2008), the issue of ‘information sovereignty’
(United Nations, 1999; United Nations, 2018b), drafts on ‘rules of conduct’ in cyberspace
and conventions on cyber crime (United Nations, 2015).

Russian initiatives are generally supported by China, which insists on cyber sover-
eignty (Hao, 2017) and offers an authoritarian model of internet governance (the Wuzhen
Initiatives) (Zhu, 2015). This runs counter to the well-established model of global network
management Western countries seek to preserve. The US stands for a liberal approach to
developing cyberspace and multilateral internet governance (MacLean, 2005; Hofmann,
2007; Kurbalija, 2014; Balzacq & Cavelty, 2016). It advocates the concept of optional
norms of behaviour in cyberspace and has suggested a draft UN resolution: Encouraging
the responsible behaviour of states in cyberspace in the context of international security
2018 (United Nations, 2018a).

The interpretation of the concept of ‘information security’ in Russia creates a dichot-
omy with the West and is similar to that in other authoritarian countries. Such states
include political and ideological aspects in the meaning of ‘information security, namely:
countering propaganda, preventing destructive information influence and interference,
ensuring the security of information. Information is declared an integral component of
national sovereignty. Scholars (primarily Russian) consider four main threats to national
and international security in the information sphere: crime threats, terrorism, military
and political influence, and public disorder and instability by impact on the state’s public
opinion (Shvets, 2005; Smirnov, 2011; Kucheryavyi, 2013).

Instead, in states with freedom of information, computer networks and resources are
protected (information is secure as long as the relevant infrastructure is secure). This is
treated as ‘cyber security, and governments provide their citizens with the freedom and
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security to use information and communication technologies. This approach is also ap-
plied to developing regulatory frameworks for cyber security in the international arena
(Finnemore, 2011; Farrell, 2015). In academic discourse, threats to cyberspace of a crim-
inal, terrorist or military-political nature are considered mainly in the context of their in-
formation or technical impact (Wenger, 2001; Hansen & Nissenbaum, 2009; Giacomello,
2016; Tikk-Ringas, 2015).

International cooperation in information security takes place on various platforms;
mainly negotiating tracks at the UN, e.g., within the UN Group of Governmental Experts
(UN GGE) and, more recently, the Open-ended Working Group (OEWG), which is the
result of strategic competition between the United States and Russia. The UN GGE has
developed approaches close to the US position, while the OEWG track is for the develop-
ment of cooperation at the UN level on the initiative of Russia (Schmitt, 2021).

The European Union has joined the dualistic system of counterbalances in informa-
tion security formed over the recent years at the UN. Since 2020, the EU has become in-
creasingly active and has adopted its own strategy (European Commission, 2020). The EU
also proposed a novel format for the interaction of parties at the UN, aimed at promoting
responsible behaviour of states in cyberspace, which generally reflects the Western con-
cept (United Nations, 2020). In light of the long-standing competition between Russia/
China and Western approaches to information security, this was seen as an attempt to
bridge the dichotomy of cyber issues at the UN within the UN GGE and OEWG.

3. Russia’s impact on the academic and legal vision
of Ukraine’s information security policy

Since the 1990s and throughout the years of Ukraine’s independence, its information se-
curity has been oriented towards the Russian concept, both in the legal approach and sci-
entific research. This is explained by the common origin of the information space and the
continuity of professional experience in law and science dating back to Soviet times. One
of the leading indicators is the emphasis on ‘information sovereignty; that is, the exclusive
power of the state to dispose of ‘information resources belonging to it. Such informa-
tion sovereignty is mentioned in the Law of Ukraine on Information (Verkhovna Rada of
Ukraine, 1992), amended in 2011, in the Law of Ukraine on the National Informatisation
Programme (Verkhovna Rada of Ukraine, 1998) and in some other legal documents. The
2009 Doctrine of Information Security of Ukraine states that one of its main goals is ‘to
create a developed national information space in Ukraine and protect its information sov-
ereignty’ (Verkhovna Rada of Ukraine, 2009).

At the end of the 1990s, a concept of information policy was developed based on
‘information sovereignty’ and ‘national information space, which was reflected in the
above-mentioned Russian initiatives at the UN level. In Ukraine in 1998, a draft Law on
Information Sovereignty and Information Security of Ukraine defined ‘information sov-
ereignty’ as ‘the right of the state to form and implement national information policy
under the Constitution and legislation of Ukraine, and under international law in the
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national information space of Ukraine’ (Verkhovna Rada of Ukraine, 1998a). Another bill
appearing in 1999 (Verkhovna Rada of Ukraine, 1999) focused similarly on information
sovereignty. The 1998 Law of Ukraine on the National Informatisation Programme de-
fined ‘information sovereignty’ as ‘the ability of the state to control and regulate the flow
of information from outside the state to comply with Ukrainian laws, rights and freedoms,
and guarantee national security’ (Verkhovna Rada of Ukraine, 1998b).

In the late 2000s the internet posed new challenges, and a new wave of interest in
‘information sovereignty’ appeared. Notably, the Draft Law on the Concept of State Infor-
mation Policy, 2010 claimed that the need to ‘ensure effective protection of Ukraine’s in-
formation sovereignty, especially the domestic segment of the internet’ was an essential
task of state security (Verkhovna Rada of Ukraine, 2010). In essence, the legislators meant
to achieve what had already been done in China and Russia: to single out and protect
the ‘sovereign internet’ At the same time, the concept of state policy on information sov-
ereignty (analytical report of the National Institute for Strategic Studies) (NISD, 2014)
was offered. However, the wording ‘information sovereignty’ and an article were removed
from the Law of Ukraine on Information, 2011 as it ‘does not belong to the principles ap-
plied in at least one human rights treaty’ The amendment was made after considering the
recommendations of Council of Europe experts (UHHRU, 2007).

The interpretation in Ukrainian legislation of such notions as ‘national information
space, ‘information relations, ‘information security’ and the concept of the state as the
‘owner’ of information is typical of authoritarian states. For example, the idea of ‘national
information space’ was not entirely compatible with Article 19 of the International Cov-
enant on Civil and Political Rights (United Nations, 1976) in which the right to freedom
of speech and right to information exist without regard to national borders. The owner of
the information is not any public authority that disposes of it, but taxpayers (the public)
due to whom the information has been created and is being processed.

Concerning ‘information security, expert opinion claims that information at the dis-
posal of the state is public property, and it can be removed from this category if its distri-
bution could harm the interests that the state can protect on legal grounds (particularly,
the interests of national security, which require the storage of certain information so that
only a few representatives of the government or the military can access it). Such restric-
tions are necessary, must meet the criterion of public interest (for example, during martial
law) and are always temporary (UHHRU, 2007).

Today, the concept of ‘information security’ is formalised in Ukrainian law, which
generally corresponds to the well-defined concept of protection of national security inter-
ests in international law, i.e., protection against attack, the overthrow of the constitutional
order etc., particularly, protection of Ukrainian society from aggressive information in-
fluence to propagate war, incitement of national and religious enmity, change of the con-
stitutional order by violent means or violation of the sovereignty and territorial integrity
of Ukraine (President of Ukraine, 2017).

Because of the Russian military aggression, which started in 2014, the issue of informa-
tion security has become especially relevant as the information sphere turned into a battle
field. On this basis, there are proposals to develop a fundamental law (information code),
which will include a separate section on information security, or to adopt a particular Law
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of Ukraine on the Information Security of Ukraine, which ‘will be able to regulate the state
policy basic principles aimed at protecting the information security of people, society and
the state from external and internal threats’ (Shevchuk, 2021, p. 213).

In academic circles, there is a widespread opinion about the state’s exclusive role in
information circulation. This position influences the development of such concepts as
‘national information space’ and ‘information sovereignty’. It represents the authoritarian
model typical of Russia’s ‘information security’ concept: ‘the function of the state as the
main subject of information sovereignty is not limited to controlling information flows,
but also involves the state’s informational influence on its citizens to ensure the national
interests of the state in the information field’ (Solodka, 2020a).

While singling out cyber security, some authors still support a strong position for the
state in information security and the information space (Horlynskyi & Horlynskyi, 2019).
Other researchers suggest strictly regulating access to mass information to ‘protect the
citizens of Ukraine from destructive (information) influence’ (Averianova & Voropayeva,
2020). The issue of ‘information sovereignty” has re-emerged in scientific discourse and
is treated as ‘a legal feature of the supremacy, independence, completeness and indivisi-
bility of its power in the information space of Ukraine’ (Solodka, 2020b, p. 237). Modern
publications focus on the ‘sovereignisation’ of the information space, which is typical of
authoritarian states: ‘normative and legal regulation of the formation of Ukraine’s uni-
fied information space should contribute to the harmonious development of information
resources, information services and information products in the country’ (Havryltsiv,
2020, p. 203).

On the threshold of the third decade of the 21st century, attempts to regulate access
to information do not stop, motivated by concern for national security. In 2019, the
Ministry of Culture, Youth and Sports of Ukraine introduced a draft Law on Amend-
ments to Certain Legislative Acts of Ukraine on Ensuring National Information Secu-
rity and the Right to Access Reliable Information. This offered to strengthen the con-
cept of protecting the ‘national information space’ from unwanted information under the
guise of combating disinformation (MCIPU, 2020). Even recent studies reserve for the
state a certain exclusive role in the issue of subjectivity in ‘information relations’ They
define ‘information security’ as ‘a certain state of security of the information environ-
ment of Ukrainian society, due to which such society is developed as an information
subject (including individuals, groups and the state as an information subject)’ (Sopilko,
2021, p. 20).

Some Ukrainian scholars are in favour of the concept formulated in the Russian-initi-
ated resolutions Achievements in Information and Telecommunications in the Context of
International Security, as they do not consider other documents and initiatives. For exam-
ple, V. Nastyuk and V. Bielievtseva argue that ‘information security includes issues such
as confronting cultural expansion by countries with developed audiovisual industries,
preserving national and linguistic identity’ (Nastyuk & Bielievtseva, 2014, p. 42). They
share views on the development of international law in the field of information security,
which is characteristic of Russia and its satellites: it is necessary to develop international
principles (regime, code of conduct of states) aimed at strengthening international infor-
mation security, which initially could be made in the form of a multilateral declaration,
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and, in the future, fixed in the form of a multilateral international legal document’ (Nas-
tyuk & Bielievtseva, 2014, p. 42).

O. Frolova praises the role of the UN in the ‘system of international information se-
curity, and positively assesses the initiatives of the state-dominated concept followers in
matters of freedom of information, particularly in the context of the ‘regime of interna-
tional information security’ (Frolova, 2018). This is consistent with Russian strategy in
this area (MFARE, 2011; Security Council of the Russian Federation, 2021). She seems
to favour the Russian draft UN General Assembly resolution 73/27 Achievements in the
field of information and telecommunications in the context of international security, 2018
and considers this a positive shift in regulatory and organisational support (Frolova, 2019,
p. 125). Resolution 73/768 Encouraging responsible behaviour of states in cyberspace in
the context of international security, adopted in parallel at the same session and initiated
by the United States, is not mentioned by the researcher.

O. Kisilevych-Chornoivan (2009) substantiates building a separate ‘information and
security’ domain in international law and the formation of ‘international information se-
curity, referring to the above-mentioned Russian-initiated resolutions of the UN General
Assembly (Kisilevych-Chornoivan, 2009). A. Voitsikhovskyi (2020) promotes the same
idea: ‘one of the areas of international activities in the information field is the formation
and improvement of a system of international information security’ (Voitsikhovskiy, 2020,
p. 284). However, the author does not mention the initiatives of democratic countries.
A. Kostyrev explains the contradictions between the West and Russia in their approaches
to information security by their commitment to idealistic and realistic paradigms. Never-
theless, he insists on the need for the active participation of the state in the development
of norms of international information law, their implementation and control over the
implementation by all subjects of information relations (Kostyrev, 2010).

At the same time, the balanced position of foreign policy practitioners is worth men-
tioning. Thus, Yu. Romanchuk, an expert diplomat and scientist, draws attention to the
need to find a solution for Ukraine to the problem of disagreements in the leading global
approaches to information security policy. He supports the prospect of the ‘codification
of special principles and norms based on the UN Charter and the achievement of new
agreements to regulate and stabilise the relations of states concerning the problem of in-
formation security. “The diplomat emphasises that Ukraine is interested in overcoming
the destructive dichotomy in managing global security policy in the context of conflicts
between the interests of the United States and Russia’ (Romanchuk, 2009). This indicates
the complexity of information security in Ukraine. Recent publications by leading sci-
entists in the field examine the real state of affairs in balancing the approaches of the
main actors, countries and international organisations to information security policy
(Kopiika, 2020).

The problem of information security in the international dimension is the subject of
thorough studies in Ukraine, particularly in education where these issues are less depend-
ent on specific political or state-strategic trends and approaches. For instance, the textbook
International Information Security: Theory and Practice (Makarenko et al., 2016) reveals
the security aspects of the strategies of international organisations, intergovernmental as-
sociations and individual states, although the title of the book is somewhat consistent



192 CZECH JOURNAL OF POLITICAL SCIENCE / POLITOLOGICKY CASOPIS 3/2023

with the Russian concept of the international legal regime of ‘international information
security’

4. The Western vector of Ukraine's information
security policy

Ukraine’s strategic course, as enshrined in the Constitution, to acquire full member-
ship of the EU and NATO determines practical steps in foreign and domestic policy,
as in strategic planning. A particular shift is indicated in the Cybersecurity Strategy of
Ukraine, ‘Safe cyberspace - the key to the successful development of Ukraine, adopt-
ed in August 2021. This replaced Ukraine’s previous Cybersecurity Strategy, approved
in March 2016 (President of Ukraine, 2016). Even then, the 2016 Strategy outlined pri-
mary directions characteristic of democracies, namely, the development of a national
cyber security system with respect for human and civil rights and freedoms; ensuring
national interests; open, accessible, sustainable and secure cyberspace; capacity building
in the security and defence sector (cooperation with the private sector, civil society and
the international community, adequate risk-based cyber security measures, priority of
preventive measures); and establishing democratic civilian control in the field of cyber
security.

Regarding international cooperation, the 2021 Strategy focuses on several priorities
that may indicate compliance with Western countries’ approach and a focus on collabo-
ration with partners in the EU and NATO. It outlines the following (Verkhovna Rada of
Ukraine, 2021): ensuring Ukraine’s participation in UN activities to promote responsible
behaviour of states in cyberspace; consistent support for the provisions of the Budapest
Convention of the Council of Europe on Cybercrime; and strengthening cooperation with
leading IT companies, global digital service providers and social networks.

The 2021 Strategy foreign policy priorities stipulate (Verkhovna Rada of Ukraine,
2021): unification of approaches, methods and means of cyber security with the estab-
lished practices of the EU and NATO; mutually beneficial exchanges of information and
experience with partner intelligence services of EU and NATO member states; lasting
active participation in the international dialogue on responsible behaviour of states in cy-
berspace in compliance with the principles of international law, the UN Charter, as well as
norms, rules and regulations of responsible behaviour of the state; maximum support for
a multi-stakeholder (multilateral) model of internet governance involving representatives
of the private sector, scientific and educational circles, civil society institutions (it is em-
phasised that the attempts of individual authoritarian states to sovereignise the internet
contradict the long-term interests of Ukraine and its model of socio-economic develop-
ment); and the promotion of further compliance with international human rights law and
standards (Ukraine proposes that the internet should remain global and open, technolo-
gies should focus on people and their fundamental freedoms, guarantee non-interference
in their personal lives, ensure their privacy in cyberspace, and any restrictions should be
implemented only in accordance with the law).
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The listed priorities fully correspond to the democratic Western concept of infor-
mation security, in which the state’s monopoly on internet governance is absent, human
rights and freedoms are respected and states and stakeholders cooperate in a joint fight
against cyber threats. The following assurance confirms this: ‘Ukraine will cooperate with
international partners, organisations and other interested parties that share our com-
mon vision of the future of cyberspace as global, open, free, stable and safe, based on
the observance of human rights, fundamental freedoms and democratic values, which
is key to the socio-economic and political development of Ukraine’ (Verkhovna Rada of
Ukraine, 2021). The strategy has been positively assessed by Ukrainian researchers as it
‘will strengthen the national security of our state, as well as provide guarantees of human
and citizen rights and freedoms in a democratic state’ (Pravdiuk, 2022, p. 47).

At the same time, there is ‘neutrality] or even uncertainty on some issues regarding
the positioning of Ukraine’s cyber security strategy within the dominant world policy
concepts in this area. We compared the approved text of the Strategy with its draft (NSDC,
2021), published on Ukraine’s National Security and Defence Council website, and found
some discrepancies. There is a significant deviation from the specifics of formulating in-
dividual theses, which may indicate an attempt to avoid irrelevant positions in the future,
given the long-term perspective of the document. For instance, the draft Strategy declares
‘deepening European integration processes by unifying approaches, methods and means
of ensuring cyber security with the established practices of the EU and NATO’ to be ‘the
top foreign policy priority of Ukraine in the field of cyber security. However, the final
document does not mention this ‘top priority’ The draft contains wording that is in line
with the consensus adopted in 2015 by the UN GGE report on ‘voluntary, non-bind-
ing norms, rules and principles of responsible state conduct, apparently referring to 11
norms, rules and principles published in this report (UN General Assembly, 2015). In-
stead, the document that came into force references compliance with certain ‘norms, rules
and principles of responsible conduct of the state’ (without specification). The final text of
the Strategy does not include an indication that Ukraine is supposed to participate in the
work of the international platform of the Programme of Actions for Encouraging Respon-
sible Behaviour of States in Cyberspace of the UN General Assembly and the UN Group
of Governmental Experts on Information Security (UN GGE). This provision is replaced
by a general wording on participation in ‘international events of the UN on encouraging
responsible behaviour of states in cyberspace’

Ukraine did not participate in the UN GGE at the expert level (Digwatch, 2021).
However, it did express its views on the UN secretary-general’s annual report on chang-
es in information and telecommunications in the context of international security
(UNIDIR, 2021). There is also no information on the statement of Ukraine’s position
in the preparation of the OEWG report (UNODA, 2021). Instead, the official Facebook
page of the Permanent Mission of Ukraine to the UN states that one of Ukraine’s pri-
orities in the activities of the Working Group includes the acquaintance of the inter-
national community with the state’s position on issues within its competence. It is also
mentioned that there is a need to launch the Programme of Action on Responsible Be-
haviour in Cyberspace of a group of countries (co-authored by 53 countries, including
Ukraine). This means creating a single body to replace the previous two negotiating
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platforms on cyber security and focus not only on drawing conclusions and recom-
mendations but also on monitoring the implementation of decisions (Perm Mission
of Ukraine, 2021Db).

Thus, Ukraine co-authors the Programme of Action on Responsible Behaviour in Cy-
berspace. Specifically, Ukraine’s Permanent Mission to the United Nations confirmed the
application of international law in cyberspace, including the UN Charter, emphasised the
importance of this Programme of Action and called for further substantive discussion of
this initiative in future formats under the auspices of the UN. This should lead to a per-
manent institutional dialogue to ‘terminate the existence of certain ICT working bodies
in the context of international security’ (Perm Mission of Ukraine, 2021a). Therefore, we
can assume that Ukraine has chosen a Western approach to implementing an information
security policy, which is followed by an increasing number of countries that support the
Programme of Action.

In the context of coordinating positions with other democracies, Ukraine’s coopera-
tion in cyber security is strengthening with the European Union and the United States. In
June 2021, the Ukraine-European Union Cyber Dialogue was launched. This is likely to
have a goal similar to the EU-US cyber dialogue launched in 2014, namely to coordinate
foreign policy on cyber issues, cooperate in strategic aspects of cyber security and discuss
practical issues of cooperation in this area. The Ministry of Foreign Affairs of Ukraine
claims by starting cooperation within the Cyber Dialogue, Ukraine and the EU will coor-
dinate cooperation within international organisations to strengthen cyber resilience and
ensure responsible behaviour in cyberspace. Ukraine’s position aligns with the European
vision of the Western concept of information security with strict adherence to the prin-
ciples of democracy in the development of cyberspace. ‘Ukraine and the EU reaffirmed
their commitment to a global, open, stable and secure cyberspace that fully complies with
the principles of the rule of law, in which the rights of individuals are equally protect-
ed online and offline, and in which the security, economic development, prosperity and
unity of free and democratic societies are encouraged and properly protected” (MFA of
Ukraine, 2021).

In terms of policy coordination, Ukraine confirms the importance of the Budapest
Convention, which serves as a basis for national legislation and international coopera-
tion to combat cyber crime. During the first meeting of the Cyber Dialogue, Ukraine
presented its work on including the provisions of the Budapest Convention in national
legislation, namely the draft laws amending the Criminal Procedure Code of Ukraine
and the Code of Administrative Offences already approved by the relevant Verkhovna
Rada Committee. With the European Union, Ukraine has committed to the swift adop-
tion of the Second Additional Protocol draft to strengthen cooperation in cyber crime and
electronic evidence and reaffirmed its continued support for international cooperation to
combat cyber crime effectively in regional and international forums (EU4Digital, 2021;
MFAU, 2021).

Table 1 presents the impact of the Russian and Western approaches on the develop-
ment of information security policy in Ukraine.
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Table 1: Western and Russian influences on Ukraine’s information security policy

Criteria Russia Western states Ukraine

State control of information full absent partial

Dominant understanding ‘information ‘cyber security’ both

of security regarding security’

advances in information and

telecommunications

‘Information sovereignty’ supported rejected discussed in academic

research

Understanding of
information space

national information
space

global information
space

national information space

Legal regime of ‘international
information security’

supported

rejected

not officially supported,
but present in scientific
discourse

Proposal of a special law on
information security and
development of ‘rules of
conduct’ of states

supported; special
‘rules of conduct’ of
states

rejected; voluntary
‘rules of conduct’ of
states

rejected; voluntary ‘rules of
conduct’ of states

Obijects of information
threats

person, society,
state

information systems

person, society, state,
but in the context of
exclusively negative
information influence of
Russia

International cooperation to
combat cyber crime based on
the Budapest Convention

not supported

supported

supported

Understanding of ‘cyber
terrorism’

a threat to the
person, society,

utilitarian interpretation
(as a threat to

terrorist activity carried
out in cyberspace or with

threats of a military and
political nature

understanding -
the concept of
‘information warfare’

state infrastructure, targeting | its use (regarded also as
non-combatants) a threat to the national
security of the state in the
context of Russia’s armed
aggression)
Understanding information integral differentiated the concept of ‘information

understanding - the
concept of ‘strategic
communications’

warfare' is being replaced
by the concept of ‘strategic
communications’

Internet governance

state

multistakeholder

multistakeholder

Source: The authors.

The presence/absence of relevant norms in regulatory acts or other documents of sig-
nificant importance in the internal or external policy of countries constitutes the grounds

for the selected criteria:

— ‘full’ - there are relevant norms in national strategic planning documents (doctrines,
strategies), directive legislation (laws, by-laws) and acts of international law adopted
or promoted by the country;

— ‘absent’ — absence of the corresponding norms in national legislation, strategic plan-
ning documents and international acts adopted or promoted by the state;

— ‘partial’ - in the national legislation there are disagreements regarding a certain norm
as a result of temporary restrictions or its ongoing change;
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— ‘supported’ - in the national legislation there are norms to support a concept or a norm
existing in world practice;

— ‘not supported’ - there is a lack of data on state support of a norm or concept existing
in world practice;

— ‘rejected’ - either in the national legislation or in international acts adopted by the
state or in its officially expressed positions there is a denial of the concept or norm
existing in world practice.

For instance, in Russia, full state control of information is reflected in the 2019 laws
on ‘the sovereign internet’ (Federal Law of 1 May 2019 N 90-FZ On Amending the Fed-
eral Law ‘On Communications” and the Federal Law ‘On Information, Information Tech-
nologies and Information Protection’ (Rossiyskaya Gazeta, 2019), which require internet
providers to install special equipment to monitor, filter and redirect internet traffic, en-
abling Roskomnadzor to independently and extra-judicially block access to content the
government deems threatening. Instead, the US information security democratic model
is based on the Freedom of Information Act (FOIA, 2016) which enshrines the account-
ability of government to the people it serves, since an informed electorate is critical to
the proper functioning of a democracy. Therefore, information security aims to ensure,
on the one hand, the functioning of information systems for the proper activity of the
executive power and its reporting to the people, and, on the other hand, the inviolability
of information that belongs to a person in the same way as any other private property. The
Privacy Act (US Department of Justice, 2022) establishes a code of fair information prac-
tices governing the collection, maintenance, use and distribution of personal information
about individuals maintained in federal records systems. Also in the USA, freedom of
expression and freedom of speech are guaranteed by the first amendment to the Consti-
tution. In Ukraine, the right to freedom of information is guaranteed in Part 2 of Article
34 of the Constitution of Ukraine (Verkhovna Rada of Ukraine, 1996), but today there
are temporary measures of information control during martial law due to the Russian
military invasion.

Russian laws on ‘the sovereign internet’ mentioned above also determine the state
management of the internet; the Federal Service of Supervision in the field of commu-
nications, information technologies and mass communications carries out the functions
of control and supervision. By contrast, the Western model of multi-stakeholder inter-
net management is implemented in the USA by the National Cyber Strategy (The White
House, 2018) and in the EU by the Cybersecurity Strategy for the Digital Decade (Europe-
an Commission, 2020). In Ukraine, this vision is present in foreign policy documents that
support the Western approach. In particular, this is the official position of Ukraine agreed
with civil society organisations at the 54th Conference of the Internet Corporation for As-
signed Names and Numbers (ICANN), a second round of consultations on the review of
the World Summit on the Information Society (WSIS+10), 2015, the 10th World Forum
on Internet Governance (2015) and the WSIS+10 review process in the framework of the
GA UN (European Media Platform, 2015).

In Russia, the information security concept is based on the Draft Convention on Inter-
national Information Security (MFARE, 2011) and the Russian vision for a Convention of
the UN on Ensuring International Information Security (UNODA, 2023), Fundamentals
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of the state policy of the Russian Federation in the field of international information se-
curity (Decree of the President of the Russian Federation, 2021). These acts establish the
regime of ‘international information security’ which defines Russian foreign policy in the
security context. The EU’s security position is fully disclosed in its Cybersecurity Strategy
for the Digital Decade (European Commission, 2020). In Ukraine, the pro-Western posi-
tion is outlined in the Cyber Security Strategy (Verkhovna Rada of Ukraine, 2021) and the
Law on Cyber Security (Verkhovna Rada of Ukraine, 2017).

The USA does not support the Russian concept of ‘international information security,
as stated in Resolution 73/266 Advancing responsible state behaviour in cyberspace in the
context of international security (United Nations, 2018a) and other similar acts. The US
also carried out work in the UN GGE referred to above. This confrontation between the
US and Russia continues (Weber, 2023).

Regarding ‘information sovereignty, Russia’s clear and unambiguous position is re-
flected in the above-mentioned acts on the ‘sovereign internet’ and the resolutions it of-
fered on Developments in the field of information and telecommunications in the context
of international security (United Nations 1999; United Nations 2018). This approach does
not exist in the legislation of Western democratic states; it does not belong to the princi-
ples applied in human rights treaties. In Ukraine, the norm on information sovereignty
was removed from the old version of the Law on Information back in 2011, but it is still
being discussed among lawmakers and researchers.

The Russian idea of a national information space is based on the norms of the UN
General Assembly on Developments in the field of information and telecommunications
in the context of international security (United Nations 1999; United Nations 2018), while
the Western perception of information space as single and universal, not divided between
countries, is based on the UN International Covenant on Civil and Political Rights (Unit-
ed Nations, 1967). In Ukraine, the idea to single out a certain national cluster of the in-
formation space has long prevailed and has become more vital in the security context
in wartime. Ukraine’s Cyber Security Strategy (Verkhovna Rada of Ukraine, 2021) is its
confirmation.

Russia persistently promotes the idea of creating a special domain of international in-
formation security law and developing ‘rules of conduct’ for states, in particular, through
the above-mentioned resolutions. Western states are guided by the Tallinn Manual on the
International Law Applicable to Cyber Warfare (Schmitt, 2013), UN Resolution 73/266
Advancing responsible state behaviour in cyberspace in the context of international secu-
rity (United Nations, 2018a) and other similar acts. Ukraine supports the Western stance.
In 2021, there was an attempt to ‘reconcile’ the Russian and US positions when Resolution
76/19 (United Nations, 2021) combined the opposing visions, but the real ‘reconciliation’
is still a long way off.

The objects of information threats are clearly defined in official and regulatory doc-
uments: the Doctrine of Information Security of the Russian Federation (Rossiyskaya
Gazeta, 2016), the ENISA Threat Landscape Report (ENISA, 2022) and Ukraine’s Infor-
mation Security Strategy (President of Ukraine, 2021).

Understanding cyber terrorism is a bit more complicated. Its Russian interpretation as
a threat to ‘the person, society and the state, widespread in the scientific literature, is not
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reflected in the legislation, and a purely utilitarian and specific interpretation is also found
in US departmental documents - e.g., Terrorism Report 2002-2005 (US Department of
Justice, 2015). In Ukraine, it is also not defined normatively, but the concept is mentioned
in the national Cyber Security Strategy (Verkhovna Rada of Ukraine, 2021) in a context as
close as possible to the American treatment.

The Russian understanding of threats of a military and political nature is normatively
reflected in the Military Doctrine of the Russian Federation (Rossiyskaya Gazeta, 2014)
and the strategic planning document of the Russian Ministry of Defence — Conceptual
views on the activities of the armed forces of the Russian Federation in the information
space (Ministry of Defence, 2011). Regarding Western countries’ approach, the final de-
sign of the strategic communications system is fixed in the March 2023 NATO standard -
Allied Joint Doctrine for Strategic Communications (NATO, 2023), which also summa-
rises previously adopted acts. In Ukraine, similar documents have been adopted by the
Ministry of Defence and the Information Security Strategy defined the corresponding
directions of strategic communications development (President of Ukraine, 2021).

5. Conclusion

For a long time, Ukraine has not shown subjectivity in information (cyber) security on
major international platforms. National communications, particularly in media and sci-
entific discourses, have included frequent narratives consistent with Russia’s concept of
‘information security’ and ‘international information security’ Since 2014, Ukraine has
significantly strengthened its strategic partnership with the United States and intensified
its partnership in cyber security. This has resulted in developing primary national strate-
gic planning documents that set out conceptual positions in line with Western views. At
the UN level, Ukraine favoured the draft resolution A/RES/73/266 submitted by the Unit-
ed States. And since the launch of the Programme of Action for Responsible Behaviour in
Cyberspace, Ukraine has supported this initiative. This state has also officially announced
it will take an active international position in support of Western principles, to strengthen
partnerships with stakeholders who share a vision of the future of cyberspace as global,
open, free, stable and secure, based on human rights and fundamental freedoms and dem-
ocratic values.

As of the beginning of the third decade of the 21st century, Ukraine generally demon-
strates actions representing the approaches to information security typical of Western
countries. However, there is no precise positioning of national policy in this area regard-
ing the strategic priorities of cooperation with major international partners, i.e., the Unit-
ed States, the EU and other NATO member states. Ukraine does not take an active part in
the main negotiating tracks at the UN level, particularly within its First Committee. And it
does not formulate the state’s position in the context of the current UN GGE, neither has it
joined the Open-ended Working Group (OEWG). Such participation would be expected
if Ukraine chose a clearer position on international cooperation in information security.
Despite the strategic course to join the European Union, Ukraine lacks a proactive stance
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on the Programme of Action on Responsible Behaviour in Cyberspace, in coordination
with decision-making centres in the EU.

In the scientific context, there is a phenomenon of following the narratives, which
are widespread in the Russian information field and, in general, correspond to the stra-
tegic and foreign policy priorities of Russia, particularly regarding the establishment of
an ‘international information security’ regime. Such concepts as ‘national information
space, ‘information sovereignty, ‘information security’ etc., which are promoted by au-
thoritarian states, are relevant among scholars and lawmakers in Ukraine. At the level of
international platforms and in the area of public diplomacy, international processes of
confrontation increase, but Ukraine does not have a sufficient level of adequate scientific
and legal analysis of Russia (and China) to promote drafts of international legal acts on
international information security. Specifically, it refers to the following issues: the de-
velopment of rules of conduct; establishing a separate domain of international law in the
field of information security; authoritarian governance of the internet; information sover-
eignty; and a particular concept of combating cyber crime, different from positions set in
the Budapest Convention. In this context, one should also expect a more specific idea of
information security in domestic information policy in accordance with the state’s posi-
tions on international platforms, particularly public communication, media and scientific
discourses.

In addition, in the area of international cooperation on information security, signifi-
cant changes are associated with the implementation of foreign policy and global strate-
gies of leading international actors (US, Russia, China, EU). This will result in the need
for the careful study of related processes. The intensification of relations between Ukraine
and these actors, especially the European Union, is particularly relevant and could be the
topic of further research.
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