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K.m.H., 00Y., 0ouenm Kagheopu inghopmayitiHux mexnoao2iii ma MoOenl06aHH:

Pisnencokuii depoicasnuti cymanimapruil yHigepcumem

AHoTalisgs. B ymMoBax TeHIEHII 3HIKEHHS BIUIMBY JIOJCBKOTO (akTOpy Ha CHCTEMY 3aXHUCTy
iH(pOpMaIIfHUX TEXHOJIOTiH, TMOCTa€ 3aBJaHHS PO3POOKM TaKUX MOJEJEH, IO OpiEHTOBaHI Ha
BIIPOBA/KEHHS B CUCTEMY KiOep3aXUCTY 1HTEJIEKTyaJIbHUX 3ac001B aBTOMAaTHU3ALli.

Kurouogi cioBa: xibep3axuct, iHpopmarliiitna cucteMa, MOICTIOBaHHS.

Sinchuk A. Conceptual modeling of information processes and behavior of the cyber protection
system

Abstract. In the conditions of the tendency to reduce the influence of the human factor on the system
of protection of information technologies, the task of developing such models, which are focused on
the introduction of intelligent means of automation into the system of cyber protection, appears.

Key words: cyber protection, information system, modeling.

3araiapbHO Bi1IOMO, 110 1HGOpMAaIiiHI MPOLECH MOB’sI3aHlI 3 pPeecTpalielo, 30epiraHHsM,
nepefadero, OOpOOKOI0, TOJAHHAM, IIOIIYKOM Ta BHUKOPHUCTaHHAM iHopmamii. 3aBasku
BUKOPUCTAHHIO KOMIT' IOTEPHUX TEXHOJIOTiH, MOXKHA 3IIHCHUTH TMpoLecH Imepenaadi, 30epiraHHs,
nepeTBopeHHs iHpopmarii, Tomo. Ilpu 1BOMYy BigOyBaeTbcsl 3pOCTaHHSA CKJIATHOCTI Ta
IHTEHCHBHOCTI KiOepaTak, 10 B CBOIO 4epry, MPU3BOAMTH 0 aKTyaJIbHOCTI 3aBIaHHS peaizarlii
BIJITIOBIJTHOI CTpaTerii 3aXUCTy CUCTEM iHPOPMAaLIHHUX TEXHOJIOTiH, BIPOBA/KECHHS SIKUX OB’ I3aHE
3 )KOPCTKUMH YaCOBUMHU OOMEXEHHSMHU Ha MPUHHATTS PIIIEHb PO OLIHIOBAHHS TEKy4O0l CUTYyaIlii Ta
10J10 NTepepuBaHHs KioepaTaku. BomHovac, 3pocTae HEOOX1HICTh IIMPOKOTO BUKOPUCTAHHS 3aC001B
aBTOMAaTH3aIlii, sIKi JO3BOJIATh 3HAYHO 3HU3UTH 4Yac BU3HAYCHHS MOAIN Oe3meku, (opMyBaHHS Ta
peanizanii BIANOBII Ha BTOprHeHHs y kiOepmpocTip IT-cucremu. OcobnuBicTh Takux 3aco0iB —
3HaYHUW piBEHb IHTENEKTyawi3amii, IO aJeKBaTHUH pIBHIO KOMIIETEHTHOCTI OIEpaTopiB
kibepOe3neku. bazoBoro KOMIOHEHTOIO MpoLEAYPU PO3pOOKH 3ac00iB aBTOMaTH3alil € (hOpMyBaHHS
BIJIMOBITHOT MOJEII 00’ €KTY JTOCIIIXKEHb, HA OCHOBI SIKOT 32 JJOTIOMOTOIO BIJOMHUX TEXHOJIOTTYHHX
maTdopm GopMyeThCS KO HEOOX1JHOTO MPOTrpaMHOTo 3abe3neyeHns [1].

VY «kibepnpocTopi moxii O6e3neku Ta iHpopMaIlis Oe3meKu — Iie MPOIEeAypH OOpOOIIeHHS,

30epiraHHs 1 mepeqaBaHHs JaHUX. Y IMX YMOBaX CKIAIHO OJHO3HAYEHO BiJOOpa3UTH ICHYHOUUMU
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3aco0aMy MOJICNIOBAaHHS CEMAaHTHYHHMH 3B’A30K MiX HeOe3meyHoro mnomielo B cucremax [T,
1H(popMaLifHUMHU 00’ €KTaMu, 110 B110OpakaroTh 1110 MOAII0 1 IpoIiecaMu KiOep3axucTy.

[Ipobnema «iHpopMaIiifHUX HEBU3HAYEHOCTEH» IMPH MOJEIIOBAaHHI CHCTEMH KiOep3axucry
3HAYHO 3BY)KY€ KOJIO MPOIECIB, SKi MOXKHa alTOPUTMIi3yBaTH 3 METOI CTBOPEHHs 3aco0iB iX
aBromatu3arii. Tomy Ha ocHOBI 0a30B0i Mozem iH(OpMAIIHHUX TIPOILECIB  yHpPABIIHHSA
KiOepcucTeMoI0 po3pobIeHO HOBY MOJEIb Takoi cucTeMH, B paMmkax skoi [T-cuctema € 00’ exTom
VIOpaBIiHHSA, OE3MEKOI0 SKOTO0 KEpye CYKYMHICTh Y3TO/DKEHHX iH(OpPMAIHUX TpOLECiB
kiOep3axucty. Ll cyKymnHiCTh MpoleciB MOB’A3aHa LUKIOM ympaBiiHHA. [10CHiJOBHICTh IIUKIIIB €

TPAEKTOPIIO MOBEAIHKH CHCTEMU KiOEp3aXHUCTy.

Cnucok BUKOPUCTAHHUX JIZKEPET
1. Yakoviv I.B. Basic model of management information processes and criteria security of a

cybernetic system, Information. Technology and Security, 2015. vol.3, pp. 68-74.
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